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Leonardo wins cyber security contract to protect European agency eu-LISA

Leonardo, in partnership with the CRI Group (a VASS Company), will guarantee the cyber security of IT
infrastructure and offices at eu-LISA, the European Agency for the operational management of large-scale
IT systems in the areas of freedom, security and justice

The contract will last for 5 years and includes the implementation of a security governance and control
strategy, the organisation of cyber security and continuous asset monitoring

Rome, 06/05/2022 — Leonardo will monitor and manage cyber security operations protecting the corporate
IT infrastructure at eu-LISA, the EU Digital agency which is at the forefront of Europe’s information-driven
border management and internal security. Leonardo, in partnership with CRI Group (Computer Resources
International Group, a European company specialising in IT services and technologies part of Spanish
international group VASS, market leader in IT services), will deliver Lot 2 of the framework contract for the
Provision of Managed ICT and Corporate IT Security Services for eu-LISA. eu-LISA is responsible, among
other things, for the operational management of large-scale IT systems which are essential to the
implementation of the EU’s asylum, border management and migration policies in Europe

The contract is for 5 years and includes the supply of integrated cyber security services to protect all of eu-
LISA’s sites: its headquarters in Tallinn, Estonia, its operations centre in Strasbourg, France, its business
continuity site in Sankt Johann im Pongau, Austria, and its Brussels Liaison Office.

“We are very proud to have been chosen to deliver this important contract, a decision which reinforces
Leonardo’s role as a trusted industry partner when it comes to securing strategic European assets,” said
Tommaso Profeta, Managing Director of Leonardo's Cyber & Security Solutions Division. Our expertise
comes from the daily cyber protection of our technological know-how and over 100,000 critical infrastructure
users around the world. Thanks to this, Leonardo is at the service of institutions and companies in the secure
digital transformation of processes, targeting continuous innovation in compliance with European directives".

For eu-LISA’s cyber-security, Leonardo will take a system-level, multi-disciplinary approach, enabling the
implementation of a security governance and control strategy, the organisation of cyber security activities
and the continuous monitoring of assets. The company will provide services for IT perimeter defence,
ensuring that the technology is continuously updated to remain efficient and effective, end-point protection
management and public key infrastructure (PKI) security for the defence of sensitive data of users, devices,
and applications. Leonardo's Global Security Operation Center (SOC) will be employed to continuously
analyse vulnerabilities and threats and identify the best approach to deliver cyber security, taking into
account the infrastructure specifics and best practice at a global level. IT assets will be monitored 24 hours
a day to anticipate attacks, identify and respond effectively to incidents and mitigate any impacts.

The contract strengthens the partnership between eu-LISA and Leonardo, which has supported the Agency
since 2019 in the implementation of security measures for its new EES (Entry/Exit System). This platform,
cyber secure by design, will register the data of non-EU citizens crossing the external borders of the Union,
improving the effectiveness and efficiency of controls and improving the security of European countries.

Leonardo, a global high-technology company, is among the top world players in Aerospace, Defense and Security and Italy’s main industrial company. Organized
into five business divisions, Leonardo has a significant industrial presence in Italy, the United Kingdom, Poland and the USA, where it also operates through
subsidiaries that include Leonardo DRS (defense electronics), and joint ventures and partnerships: ATR, MBDA, Telespazio, Thales Alenia Space and Avio.
Leonardo competes in the most important international markets by leveraging its areas of technological and product leadership (Helicopters, Aircraft,
Aerostructures, Electronics, Cyber Security and Space). Listed on the Milan Stock Exchange (LDO), in 2020 Leonardo recorded consolidated revenues of €13.4
billion and invested €1.6 billion in Research and Development. The company has been part of the Dow Jones Sustainability Indices (DJSI) since 2010 and has
been confirmed among the global sustainability leaders in 2021. Leonardo is also included in the MIB ESG index.
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